Platform Datasheet

Cost-effective. Customizable. Powerful.

CanlPhish was founded with the goal of making cyber security training accessible to every

organization. Our platform provides ultra-realistic phishing simulations and high-quality

security awareness training, all at a fraction of the cost of our competitors.

We've eliminated the traditional aggressive sales approach and run a leaner business without

an army of salespeople. We pass these savings to our customers. Our platform is our sales

tool and it speaks for itself. We offer a well-equipped and perpetual free tier that is the perfect

testing ground for anyone looking to get started.

KEY FEATURES
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Managed Mail Servers
Managed Phishing Websites
Configurable Infrastructure
Training Modules
Gamification

Dark Web Monitoring
Automated Reporting
Single Sign-On (SAML)

Al Powered Conversational Phishing
Multi-Factor Authentication
Cloud-Native Platform

Azure AD & Google Workspace
Integration
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SOC 2 & GDPR Compliant
Report Phish Add-On

Sender Domain Spoofing
Unparalleled Customer Support
Manage Service Provider Tools
Email Template Editor
Training Module Editor
Multi-Language Functionality
Sender Domain Spoofing
Perpetual Free Tier
Configurable Cloud Storage

Security Awareness Training Program
Generator
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B3 Dashboard

i3 Campaigns

525 Employees

@ Reporting

L Phishing Material
@ Training Modules

B knowledge Base

Our customer-centric approach emphasizes scalability
and simplicity by delivering a robust, budget-friendly
solution, free from hidden costs and complexities.

SEBASTIAN SALLA
CEO and Founder, CanlPhish

‘Welcome Checklist Upgrade Subscription [ &y

Yearly Phishing Overview Yearly Training Overview
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Phishing Emails Delivered (Past
Year)

A yearly aggregation of all phishing
emails delivered across all campaigns. 40
Metrics are updated nightly.
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Employee Phish Risk (Top 5) View More

EMPLOYEE EMAIL FULL NAME RISK SCORE @

jordanne.gregory@caniphish.com Jordanne Gregory 16/100 - Low Risk
e

Amie Burch

amie.burch@caniphish.com 14/100 - Low Risk
P
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Simulate Phishing Threats & Train Your Employees



Industry-Leading

Features & Benefits

PLATFORM BENEFITS

Q

8 &

o -]
<
<=
<

@ e @

Cost-Effective Security Awareness
Built from the ground up using a user-centric approach, CanlPhish combines
comprehensive and powerful functionality with simplicity, efficiency, and affordability.

Transparent Pricing For Organizations Of All Sizes

Our commitment is to provide security awareness accessible to organizations of all
sizes and budgets. We adopt a transparent pricing policy and let our platform's
performance do the talking, eliminating aggressive sales tactics.

No Technical Experience Required

CanlPhish is designed with a focus on user-friendliness, ensuring ease of use without
needing advanced technical skills. Supported by a detailed knowledge base, it
empowers users to take control confidently.

Fresh Content & Regular Updates

We're always tuned in to the latest in cyber security trends and threats, regularly
updating our content and functionality to keep it fresh and relevant. This ensures your
organization stays ahead with the most current security awareness resources.

Subscription Flexibility

Choose from our flexible monthly or heavily disocunted annual subscription plans to
suit your organization's needs. Our subscription model is designed for easy
management and adaptability.

Powerful, Fully Equipped Platform

Equipped with powerful features like Single Sign-On, Dark Web Monitoring, Automated
reporting and Domain Spoofing, our fully managed infrastructure ensures your
organization is primed for elevating its security awareness from day one.

Manage Campaigns

Show 10 v entries

CAMPAIGN NAME 1

Annual Employee Training
[Annually]

Annual Privileged User
Training [Annually]

Annual Software Developer
Training [Annually]

Monthly Employee Phishing
[Recurring]

COMPLIANCE STANDARDS

CAMPAIGN

TYPE

Training

Training

Training

Phishing

DELIVERY STATUS

3 of 3 trainings assigned (100%)

2 of 2 trainings assigned (100%)

1 of 1 trainings assigned (100%)

3 of 3 employees targeted (100%)

Search:

SCHEDULED DATE

(] 24/05/2023 [1 of 4] ©
(€] 24/05/2023 [1 of 4] ©
(<] 24/05/2023 [1 of 4] ©

© 24/05/2023 - 24/05/2023 [1 of 12] ©

GDPR Compliant
CanlPhish has updated its Privacy Policy to meet GDPR requirements,
ensuring only essential data is collected for providing our service.

SOC2 Type 2

Assurancelab, an AICPA-certified audit firm, finalized the SOC 2 Type
2 and SOC 3 Attestion Reports for the CanlPhish Cloud Platform on
the 27th of February, 2024

Flexible. Scalable. User-Centric.
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Ultra-Realistic

Phishing Simulations

KEY FEATURES

100+ Email Templates

Designed to simulate various real-life attack scenarios, these
ultra-realistic phishing emails are an effective tool for preparing your
employees for the threats they may encounter.
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65+ Phishing Websites

Leverage our collection of phishing websites meticulously designed to
replicate the appearance of genuine sites. These realistic simulations
are designed to entice employees to interact with them.
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Conversational Phishing Powered By Generative Al

1101
- L Ourindustry-first conversational phishing engine mimics the latest
. AI _  cybercriminal tactics. It can engage in an email conversation, building
“ i I~ trust before the phishing payload is sent. This tool provides realistic

interactions for an immersive training experience.

Customizable Content

Enhance your experience with our customizable phishing content, or
take it a step further by creating your own! Our platform offers
flexibility and creativity in designing bespoke phishing tailored for your
organization.

Sender Profiles & Domain Spoofing

Elevate your phishing simulations with custom sender profiles and
domain spoofing capabilities. Create authentic-looking phishing
campaigns that test and strengthen your organization's defenses
against sophisticated threats.
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70+ Languages
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Global Dropbox-Verify-Login Global

Delete

Payload: Website

Hello, {{.Target-FName} }

We noticed that you haven't used your Dropbox account in the
past two months, and we will close it immediately.

Please Sign In before we proceed further to erase your documents,
this is your last chance to save your account.

Best regards,

The Dropbox Team

Email Address

Update Duplicate Delete

With our advanced multi-language support, you can create phishing campaigns in over

i\ 70 languages, ensuring a comprehensive and inclusive cybersecurity training

experience for your globally diverse workforce.

Comprehensive. Sophisticated. Effective.
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Cutting-Edge

Security Awareness Training

KEY FEATURES

30 Micro-Learning Training Modules

Our expanding in-house collection features expertly designed training
modules. Each includes a brief video and combines educational
content with quiz-based learning.

On-The-Spot Learning

The most effective time to learn is those precious seconds after clicking
on a phish. Users are redirected to an interactive landing page, quickly
educating them on how to spot and avoid future phishing attempts.

Customizable Content

Tailor your learning journey by creating your own modules with our
user-friendly training module editor. Take control and personalize your
experience.

Gamification

CanlPhish infuses education with an addictive mix of competition and
accomplishment, turning it into an exciting adventure. Our approach,
featuring leaderboards, badges, and certificates, effectively resolves
user engagement issues.

Learner Dashboard

Employees have access to a personal dashboard where they can
complete training modules, view their badges, check their training
statistics, and download certificates of completion.

Learner Dashboard: craig@cyberducks.com Log out

[( \/
, Average Score: 100% a . Assigned Trainings: 0 Completed Trainings: 2 & Badge Score: 235

Badges Achieved

Your badge score is higher than 90% of other learners! Looking to earn more badges?

Assigned Training

Training Module Estimated Time Passing Score Personal Best

No trainings assigned.

Completed Training

Training Module Personal Best Completion Date

—=  Device-Security 100% 02 November 2023 Download Certificate
Financial-Industry-Best-Practices 100% 01 November 2023 Download Certificate
@ Employee Metrics
CanlPhish meticulously tracks every employee interaction to construct a comprehensive

profile of their phishing risk, badge score, and security 1Q. This data helps identify
organizational vulnerabilities and strengths.

Educational. Data-Driven. Engaging.
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CanlPhish Reviews
What Our Customers Are Saying

Overall, I highly recommend CanlPhish to any
organisation looking for a comprehensive and
customisable security awareness training platform.
Their expertise and commitment to customer
satisfaction make them a valuable partner to our
organisation.

Zhuang T
Senior Security Analyst in New Zealand

Canlphish is a very simple to use tool
that has world class simulated phishing
tools. Even someone without IT
knowledge can run simulated phishing
tests without any problems. Also, the
customer service is fantastic!

David
System Administator in Australia

Trusted.

Phishing testing and training for users is critical to
enterprise security these days. CanlPhish provides a
clean, easy-to-use system without breaking our bank.

Glenn
[T Manager in US

Very easy to use product and support
is 10 out of 10!

Denis
Info Sec Engineer in UK

What | liked most about CanlPhish is its user-friendly interface and
powerful phishing detection capabilities. It provides an easy way to
assess and improve cybersecurity by identifying potential phishing
threats. The detailed reports and real-time alerts ensure that | can
take swift action to protect my online security. CanlPhish is a
valuable tool for anyone concerned about phishing attacks.

Zahri
Managing Director in United Arab Emirates

Valuable. Easy-To-Use.
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